83 Elliptic Curves

-DQ'TW\'\'Eiov\ 3.1

Let F be a -?e.ld
An e.l\in‘\c curve is a V\ov\-siv\gu\lar (ie no cusps. or self-iv\-barsedjons) Curve give.v\ kna

2 3 2
G AAY TP = X A DX+ AL G a; eF .

lf “the chamcteristic of F 42, \;.6 a ckawae cj variable 1 - ta'-é(apu-q,)
[g’-é(a.un-ea@]z ax [%'-Lz(a.x+a3)]+ a, [%'-Lz(a.x+a,):] = X4+ ax+ag

(a’z- T| a‘.x.‘-—'—.,_a.a;x_ -Lq_a; = o+ axtag
. o a (o.,_+%:)f+(a4+3‘§‘)x+(q,,+%:-)

9
ta'z-a?+b.£+l>;x+bs

l-g the chavractevistic cf F £3, b‘a cl'uv\% oj varigble X = - g .

y * e (- —‘%l-)-eb(x ,—3L)+la(x _L>+b
3
y e x +(-?'+L>1)X+(-"—2:L-%‘+b3)

2
’

.3
% = A+ ATy

—l'l“erszrz, l-g “the chavacteristic cj F£2,3, we on\xa need o fecw& on
‘31=15+b1+c -fo(' b,ceF.

Fack : ek Az-16(4B+33) . I-f Afo, then tal-vé+bx+c de-ﬁv\e.s a V\m-s'w\gulav' Cwrve .

Elli]sbic Curne  over R

N
‘ le % ta‘z - ax+lo

taax Xs-}.x-!-).

A {0




U&mll‘a . we add one more -Foiwt S .

ca\v\e “the +two ends at o

TReason : lvrt;:rsacb at Qs

P;'

-
N

\
Frx-b.oo-FoM’csR ad P dmaw a line L, wmust wtersect E  at ancther -Fein-t Q.

Further ?(-.m\‘a-. "Pv-o\\ecbwe Gemeb«a_,Ncaebmic. elw'a-

Main  Geoal : 'De?ne_ an addition on E .

One. move obsen~vation : If (x.‘a)eE . hen (1.-ta) ek

Case | : PPy eE{w} and P#P,

Llet L be the line passing ‘Hmrbv%‘r\ P.oad P,

@ lf L i wnet verbical (ie. xixs)

PP+ s deﬁvxes:l as the rwflectim cf Q alov-\g the ~-axis.

E%u\a‘ﬁm cf L - : %
\g=m('x-x.)+la. where ma= =9

x}'i\ 2 Q(O,B)
ik e ks the e%aa'bon cf E: ’P:(’Lx.'-a\)‘

In(-x0 + n.a.la < Cabxic i "“6”6/5

3
% - + (b +2mx )%+ (- mx - 16’.') -0

L
Note that a.x,.% ore rosts c‘% e above e%»:rbom. ; LB PR Qe b

kY . g
SO _Q+X +Xy=2mM, 1€ Q=m-X =X,

b «m(a-x) +04,
2. FP; = (X;. ‘a;) = (Q,-b) wlr\ere_ Az = W\‘- K =Ny

Yoz mlL=2a) -,




) lf L 1. verbical (e. x=%)

We simles deﬁme P+P= . R

4

Case 2. PP, € Ex{os}

‘31 s Crbxsc : %9
d a
2 ﬁ 3L +b Prex.gd =R6a,y.)
L 2x+b ‘ - . -
A \

A=X, 1'3' /

34 L

E%U\d’ﬁov\ Uf L 2 ’P-st'P.-&'P;::@:(q'_B)
1 =m0 + g, where ma.2X+b i \

Pk e wite the e%,\a'ﬁon cf E.:
- et 4 (ot x + (ot - ca":') =0
Note that a.x,.x. ore rosts cfg e above eiua&iov\, Gin fo::t XX s a dodble vost )
SO Q+ X, +Aa=sM , €. Q=M-X, =%,
b ma-x)+y,
O = Y ' Y = (a,=b) where Ay = M=K =K

G ml-%a) -,

Caxse 3: P, P.eE ad Pao

WDe SiMFlQ. d.eflvxe_ P+oo= 0P =P,

Remark: oo 'P[acas the vole cf addrtive ielewt’r(:-a.
Also . f Preig € Exlosl  then -Pa(x.-yp € Exfosl such ot P4(P)eos,
So -P acts as an oddtbive inverse cf P.
( Caxtion : Here -’P#(-x,-ta) )

Exercise F.1
Let P.QAReE ot . Pove that P+Q+R:=oo lﬁ and cnlla_ f P.Q ad R are collinear .




1) c0o+P =P+ for al PeE
2) lf (-x,ca) 3 (x,-xa) e Extoot | Hhen (-x,ta)-\-(x,-la) = o0
2) Otheruise, let B (, Q0. FP:.('X:.,\a;) e Exfost

Az = M=Ky =Ko %
R =P«P=(a, xa’,) where ad wm-. N
Y= m(a=xs) -y, 2+ 1;5

Exercise F.2

Bove tHhakt (E.+) is an adbehan g\rowr

E[li'[shic. Curve. Hod '[>? s

Exanle F2
let E be an ethac Cune d;egvned over Zs deflv\ed b‘a the e%«d:ion

ta"s LCrlix+4  Guod 5)

Nete : =% (o} 1 23 4
X (mod 5) o 14 &
Then, =x=0 = «.a‘stt- Yy=2 or 3 (mod 5)
x=( = ca"sq s 4 > Yz oe 3 (mod 5)
X2 D (a"zloao Y=o (mod 5)
x=3 > ca‘ztrs:'s >  no solution
xs4 > ca‘s&’-l-s‘-(— > Y= or 3 (mod 5)

Ve can list all the Fo‘w&s cf E:

(0,2), 0.2), (L.2), C1,3), (00), (4.2), (4.2) , oo

let E be an elliFhic e %'Nev\ ‘o-a nal=xi+bx+c -Sor b,ceF.

Now , we '«%norz e %eome‘trical 'IW('.Q\"Cquﬁﬁon and  borrow  -the -fbnmlas +o de:?me
on addiion on  an elli‘sb'uc curve  over a -f\eld F witds chomcteristic #2.,3 -

’rf P £2R

# B



402 (1.2 2

3“(C', 3 (1.3 J4.3) .0
! 0 1 b 3 4 5
2“(0, 2 1.2 42 . 1
1 o2 a2 42
(2,0 !
0 1 2 3 4 5 e

e hawe €0.2)2(0.-2) ned S) and ete. (f we P\xt dowon Potwks Q‘S E as shown on re
ﬁ%k‘:., Hen T IS easier 4o see thakt E ® Sanme:br?c. a.lov% tdhe  x-axis .

Let Pabty) =), Pus Gagpdes.d)
me e 33 2 Loy eq (Nste X'=2 1 Zg)
A%, H-t 3
'E+'P,=(13,\a;) wheve  Xaz m-o-% = 2-l-Ls-124 (mod 5)

g W\(‘L‘-’X-;)-la. e20-4)-2 -8 22 (med &)

o) A (4.3 = (4,2)

Discrete L_o%aﬁ'eﬂw\s on E“(Fhic. Curves

Recall :
Let P be a Prime.. (Z/FZ)* s a mal'&.\ic::ﬁve. g\rou?
Discrete. L°%aﬁ'ﬂ'\w\ ‘Fv-u‘olem . Qive o, {!; € (Z/P'&)x , —f\nd neZ sudh that % -l

In %ena—al . discvete lo%ar‘tﬂnm ‘Fvulolew\ can also be done on a g (q.»).
Given A pe§ . find neZ sudh Huat ‘s-of‘.

In Pawbiculav—. we  ore urterested in discrete logaﬁ-ﬁrw\ ‘Fro\o\ew\ on_ -Hae %"MF E.),
where E s an e\lqsﬁc_ cuwre  mod P Cuartda P> 5)

Given ?e'wv&s P.aeE, -f\nd neZ sudh that QP  (E i3 an adddve %YDV{F)

If sdviv% discrete logo.\—t-&m 'Fvu\a\em on E is had , we maua use. & to construct
Cx\a\stosastew\s .

However. there are sowme -tednnical 'Fvo\:lew\s.




Question : How do we liskt all e 'Foiwts of E
Of course , brute -fwce I (See examFle. 3.2)
Fact : There is no  known ‘Foltavm'ia.l Sme. al%w'lﬁnw\ 'fov' -?lvd'\n% all -Faivc& cf an ar-lorbrnna E.

Even -f:w- brute -fcmz , there s a %U\QS‘E(OV\:

Given x , how o ﬁv\d g such taat %"a KL+bxte Gmod 'F)

Cie. 'finéing s%\are yook  mod ’\>)

If?as (med &) ¢k 1= eo&a;if?sl(w\odll-),"rtls move cow?lica'ﬁaﬂ.

'PmFosz-aon 3.1
Let pa3 Gnod &) be o prme and let o be an inkeger. Leb xaiy  Grod ).
0) l-j- 9 has a square vost. med p, -then he Square. vosts crj La_W\Od"F are .
2) \—S ) does not have square vost. med p, then -y has a square rost med p,
and -the squace vosts cf -4 mod B are x .
Py
(f y=o (mod p) . te s “brivial.
Assume 4 fo Gmed p) . let X2y Grod p). Then,
(= ‘a‘ws ma"". «3‘ = Gned p)
> (C-G+yd =0 (mod p)
>  X=zy or La-y (med p)
Therefore . ot least ane of 1y or -y has Square rosts med .
However, 8 both of 4 and -y have Square rests med p.Say yzd and -yl Geed p)

“then A=-b (\mo:l":)
S SR S T8

a

@) - =D - @) Gmod )
lsa‘:‘-l E-BP-‘E—I (yv\od?) ( Conbadiction ') (P!?> (mod &) g-‘&;_'_ 12 odd )

ExamFle_ 33
lf ca=5 (mod 11) , let s.:«.aP'EL: 5354 Gmed L 1)

Check : s4 21625 mod 1) , So 4 are S%w.\re voots uf S imod (L.
|-§ Y=2 (mod 1), let -xg'.aP%Laf-eS Gmod 1)

Check : X8 =642 2 mod 11) ., S0 8 are Squars voots of -2 med 11




Question : How maiy ‘roiwts dees E have 2

Rou\g‘/\ idea : lf we Pk X=0, L2 pot Wibo the eﬁouarbon tgz:x"\ bx+c Gmod p),
around lnalf cf the chance we have oo square vooks | we. expect tt
£ conbrilaates P Foiv\'&s. 'To%zﬁ/\er wrdh oo, an e_lhlsﬁc Curve. consists of
arouwnd Pt ponts.

Theorem F.1 (Hasse's Theorem)
S\A‘Frose dhat E (med ]>) has N poirts . Thea. we have

IN-F-!|<').AT> (e, ‘F*l-l.ll? < N<F+(+>.AF)

Exaw?\e. 34

Let E. ta"a'x.s-\o-n.\ (mod p=553) be an ethe.c curve .

'B«a Hasse's -theorem , ||El-558|<:.,15_5'-}z1-|-=(-.:.

5lo.3<|El< bo5.2 —C)

Check: P:(2.2) s a peirk on E.

(Compuster needed) Compute P.3P.3P... witil we get KPeco .

Then k is the order cf SQAL%M‘F uf E %ene.m:&ed b«a P and so k|IEL (La%mn%e’s Theorem) .
e fums okt k:-183 and we have 189 |(E\ — ).

El=56% is Hre ovxha Fossible. ‘M'Ez%er whiclh s«b&fles beth ) and @) .

Question : How do we rQFresev\'t a vme.ssq%e b‘a a 'Few('. on E?
ldea : Suﬂxse we. re:Fr'eSewE a wmessage b\a an 'M'Ee%ev- m ., We -br% 4o embed T In the
x- coovdinate cf a Fotv\-t on E.

However, ca"; w4 bmt+c (mod P) may have. no solution .

Methed : Fix a postbve iv\'(:e%er K. Suppese sa-bsfie.s m(K-H)':F .

?d: x=m\<+J ,ferro.t.n,---.k-t, itbo  the e%wrﬁ’(ov\ cf E.

Since . dhere s about l'\qlf e chance we %eh a_solution -for cach =,
~the -fcﬂlwe vate c‘f %ectbng no _soluisbion j?w all i

(.e. coamst %w\era'tz a -Foivvt on E) s arcuwd (%_)K.




Exomple 3.5

Let P39 ard E is gven by Y= Ladxat (med 3.

Take K:10. shce we need mlk+DN <139 , osmsib.

SwF?oSQ. ‘hat m-5 , put "‘='“K*J=5°+J fov- J:O.l,l,---.qGK-l)

For x:50, (Exercise) y'= So+250)+F 2 165 (med FR) has o solukion.

For =51, y's SP4USN +F 2L (ned FR) > il Imed [9)

The message  can be v-eFr-esewbed b.a Balsl.11) _on E.

(Remark: We can alse ‘Fer‘fbm ‘he above +o %enercd‘_t a set c§ ’Foss‘lb\e. messages
ond c.orVQS'Fov\clin% -Foiwts on E.)

i-j one gets Pn(s ), he comrvcbes m= 7] =L%_|-5 ord recovers the message .

The ElGamal CﬂaF(:os\astem

o==__ 90

insecure.  channel
A‘%oﬁ‘ﬁ'\w\:
1) A chooses an el\(‘s(:ic curve E and a -Foiwb PeE
2 A dhooses a secret integer d and CDW\FWEZ Q-dP
3) A sends (E,P.Q) & B.
4) Suppose that the message s a pont MeE.
B dioses a random tnteger k and computes R= kP and T:-k&«M.,
then B sends (R,T) back +o A.
5) A decryts by chchin% T-dR - (k@ +M) - P
dbA+M-dQ
M

l’f a person %e'&s E.P,Q.R, T , in order to cbskain ™M -
) Solve d ‘frbw\ Q:=d4dP ;
2) S|olwe k fn:m R=kP , then M:T-ka

However, both twolve  diserete logaﬁ'ﬂwn 'Frob\ems (Assume +to be diﬁieu&l-.).




